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Good morning, Chairman Boucher, Ranking Membeai®te and Members of
the Subcommittee. My name is Kyle McSlarrow aanl the President and Chief
Executive Officer of the National Cable & Telecommuations Association. Thank you
for inviting me today to testify on “CommunicatioNgtworks and Consumer Privacy:
Recent Developments.”

NCTA represents cable operators serving more #0goercent of the nation’s
cable television households and more than 200 gabbram networks. The cable
industry is the nation’s largest provider of resiti@ high-speed Internet service, having
invested more than $145 billion since 1996 to btvild-way, interactive networks with
fiber optic technology. Cable companies also pteatate-of-the-art digital telephone
service to more than 15 million American consuméZgable operators are committed to
delivering an open and satisfying Internet expexeto their customers, and the dramatic
growth in cable broadband subscribers is evidehteer success in doing so.

Our industry views the protection of our custorhprszacy as a fundamental part
of our relationship with our customers and certwdhe success of our businesses. We
operate in a highly competitive marketplace, andaduility to succeed depends on
winning and retaining the trust of those customéksd as new business models and new
network technologies are developed, we will enslae they are deployed in a manner

that respects our customers’ privacy.



Cable subscriber privacy is already enshrinettén@ommunications Act, in a

comprehensive consumer protection framework thailegn in effect for almost 25

years.

This law —

requires cable operators to provide annual writigtice to consumers of the
nature of personally identifiable information (“Bltollected, including clearly
and conspicuously describing how it is used, dsatioto others, and maintained,;

prohibits cable operators from collecting PII witihgrior customer consent,
except as necessary to render service and detgatestheft, and from disclosing
P1l without prior customer consent, except as resngsto render services or
conduct other legitimate business activities relaterendering service;

provides detailed requirements governing how sultsicrecords may be
disclosed pursuant to court order;

requires that subscribers be given access, atrableotimes and convenient
locations, to all Pl that is collected and main&ad, and a reasonable opportunity
to correct any errors in PII; and

requires cable operators to take “such actionseamecessary” to prevent
unauthorized access to PlII, including destroyirifjiitis no longer necessary for
the purposes for which it was collected and theeena pending court orders or
requests for access to such information.

In addition, cable providers of digital voice seevzcomply with the privacy

protections of section 222 of the Communicationsr&garding customer proprietary

network information (“CPNI").

We welcome the focus of this hearing; nearly alldern technologies — without

which broadband networks could not function effeadiy and efficiently — have a variety

of features and attributes that could implicateguy concerns if misused. We believe

the right question is what principles appropriat@gtect reasonable expectations of

consumer privacy in a very complex online environtngith many different actors.

While it is certainly reasonable to examine hovhtexdogies are used, we would

respectfully suggest that focusing exclusively ae particular technology — and how it

might be misused — risks obscuring an informed and redde discussion of online



privacy when there are unlimited numbers of tecbgiels and situations that could be
hypothesized. What matters are the purposes fahwie use those technologies and
the principles by which we protect our customersigcy. We look forward to engaging

in that discussion with you.

Behavioral Advertising and Subscriber Privacy

Behavioral advertising has many advantages foswmers. Instead of a barrage
of irrelevant ads, subscribers can receive infoionabout services and offerings
tailored to reflect their interests. Moreover, adising remains a critical way to fund
content and services online, often for free. Tldsertising that is more relevant for the
consumer is likely to be of more practical valughte consumer and essential to ensure
the continued explosion of new content and services

Currently, none of our cable Internet Service Rters (“ISPs”) engages in
behavioral advertising — that is, they do not usevork-based technologies to collect
behavioral data for the purpose of delivering teedeads. But we believe that achieving
and sustaining subscribers’ trust requires adheréma privacy framework that
addresses four principles: first, giving custontarsrol; second, providing
transparency andnotice; third, safeguarding personal information; and fourth,
providing customers withkalue. And, because of the complexities involved and bseau
the Internet is evolving so quickly, we think itilsportant for all industry stakeholders to
work cooperatively to establish self-regulatorynpiples. The Federal Trade

Commission’s recent staff report provides a usgfidle to these discussions. We look



forward to working with this Subcommittee, the FTa@d other interested policymakers
and stakeholders in developing this framework.

Let me add a word here about “Canoe Venturesaho€ Ventures was founded
last year by six of the nation’s leading cable apans to develop a national platform for
delivering more relevant video advertising to caklevision subscribers. These efforts
are in the earliest stages, with two services @glagerollout later this year — one that does
not involve the collection of any personal inforroatthrough set-top boxes or otherwise,
and one in which the subscriber would specificalig affirmatively consent to receiving
additional information about a product or servit®hen and if Canoe Ventures seeks to
use set-top box data to deliver behavioral addeagterators will do so in compliance

with the privacy requirements applicable to them.

Deep Packet | nspection

As | said at the outset, what matters are thecjples that should apply, not the
technologies or tools that may be available todapwented tomorrow. Any technology
can be used for either benign or nefarious pupos®wever, given the concerns raised
about deep packet inspection (“DPI”) by some ofdtiesr witnesses, | thought it would
be useful to explain how cable operators actualy this technology.

Packet inspection serves a number of pro-consporgoses. First, it can be
used to detect and prevent spam and malware, atecpsubscribers against invasions
of their home computers. It can identify packegt tontain viruses or worms that will

trigger denial of service attacks; and it can ptivaty prevent so-called Trojan horse



infections from opening a user’s PC to hackerssamceptitiously transmitting identity
information to the sender of the virus.

Packet inspection can also be used to help prelesiing attacks from
malicious emails that promote fake bank sites ahdrcsites. And it can be used to
prevent hackers from using infected customers’ &C%roxies,” a technique used by
criminals, in which user PCs are taken over and asgumping-off points to access the
Internet, while the traffic appears to be generétethe subscriber's PC. As a result, the
technology can be used in spam filters and firesvall

Second, packet inspection can be used for netwagndstics and capacity
planning. Cable operators cannot plan for netvgodwth without understanding how
Internet traffic is growing and the uses to whitcls iput. By using this technology to
analyze the aggregate growth and usage changedwmonk traffic patterns over time,
cable operators can anticipate the needs of thbscsibers and appropriately plan for
network growth.

Third, packet inspection can help network opessmcurately respond to formal
requests from law enforcement agencies for thedaption of communications for law
enforcement purposes. When law enforcement ageiugatify traffic of concern, this
technology allows network operators to comply witair legal obligations to flag that
traffic.

Finally, the Internet is not static. Different apfunities and challenges will
emerge and this technology may prove useful inidimg consumers more choice and

control in ways that are difficult to predict todakor instance, as streaming video



capabilities increase, this technology could besams of supporting more advanced
parental controls.

Let me stress again that this technology — liketaohnology we deploy — is
being deployed in a manner that respects our custprivacy. We believe that

protection of subscriber privacy is the most uséals for the policy debate.

Conclusion

NCTA believes that a dialogue addressing onlimeagly issues is healthy and a
necessary component of the ongoing evolution cddiipand and online services. But we
respectfully suggest these discussions not be éacas one particular technology; rather,
the focus should be on principles that both enawbrant Internet that supports current
and emerging content and services and also prad@sumers’ privacy.

NCTA and its members remain committed to workiogperatively and
constructively with members of this Subcommitted ather stakeholders to address

these issues. Thank you again for the opportuaigppear today.



