Beforethe
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In the Matter of )
)
Implementation of the Telecommunications Act ) Dacket No. 96-115
Of 1996: )
)
Telecommunications Carriers’ Use of Customer )
Proprietary Network Information and Other )
Customer Information )
)
IP-Enabled Services ) WC Docket No. 04-36
COMMENTSOF THE

NATIONAL CABLE & TELECOMMUNICATIONSASSOCIATION

The National Cable & Telecommunications Associa(ld@TA) hereby submits its
comments in the above-captioned proceedings explained below, NCTA opposes the
adoption of any new requirements regarding theofiseistomer proprietary network information
(CPNI).

NCTA is the principal trade association representhe cable television industry in the
United States. Its members include cable operagmsng more than 90 percent of the nation’s
cable television subscribers, as well as more #t¥nhcable programming networks. The cable
industry is the nation’s largest provider of higieed Internet access after investing over $110
billion since 1996 to build out a two-way interagtinetwork with fiber optic technology. Cable

operators also are providing voice services to @@emillion customers.

! Implementation of the Telecommunications Act o613@lecommunications Carriers’ Use of Customer

Proprietary Network Information and Other Custongfiormation CC Docket No. 96-115, Report and Order
and Further Notice of Proposed Rulemaking, 22 F€@ 6827 (2007)¢PNI Order and Further Notige



In its recentCCPNI Order and Further Noticghe Commission adopted a number of new
requirements regarding the use of CBNt.also extended all of its CPNI requirements to
providers of Interconnected VolP servicémplementation of those requirements, which take
effect later this year, may require a commitmenrgighificant resources for some companies.

In theCPNI Order and Further Noticghe Commission solicits comment on whether it
should impose additional CPNI obligations on tefenwinications carriers and Interconnected
VoIP providers. Specifically, the Commission idées five areas where it is considering new
obligations: passwords for non-call detail CPNigliatrails, physical safeguards, data retention,
and mobile devices.

The cable industry recognizes that protecting tineapy of CPNI is critical, but NCTA
believes it would be premature to impose additi€@RaNI requirements at this time. Before
giving any serious consideration to new requiremethie Commission should first give
providers the opportunity to implement the existiaguirements and determine whether they are
effective. There is no reason for the Commisstoassume that these requirements, in
conjunction with recent legislation imposing crimimenalties on pretextetsyill not prove
effective in minimizing pretexting activity.

While the benefits of additional CPNI regulatioe ancertain, the burdens associated
with the proposals identified in tli@PNI Order and Further Notice for providers and
consumers — are significant. For example, apglpassword requirements to all CPNI, rather

than just call detail records, would greatly exp#melnumber of cable voice customers affected
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by those requirements. The original password requent had a limited effect because most
cable voice customers take service under flat-rptaihg plans, and therefore are unlikely to
have billing disputes that could be resolved bgmafice to call detail records. Extending these
requirements to all CPNI potentially affects mangrencustomers.

Expanding the number of customers affected by paisbrequirements is a significant
concern to the cable industry because a passwquireenent is not an unqualified benefit. As
the record in this docket demonstrates, passwaldsdevel of inconvenience for all consumers,
and they may be particularly burdensome for cegaiups of customers, such as senior
citizens® people with disabilitie$,or non-English speaking customé&r&iven these concerns,
extending the password requirement to new typ&RMI is not warranted at this time.

The Commission also asks whether it should addes mequiring providers to maintain
audit trails or to limit data retention. As ther@mission notes, it has asked these same
questions before and concluded that neither apprisazarranted. As NCTA explained in
comments filed in 2006, audit trails do nothingtevent the serious problem of pretextifigAt

best they might be helpful in investigating segubiteaches after they occur, but these benefits

Seel etter from Krisitin Fabos, Executive Director,ri@Net, to Marlene H. Dortch, Secretary, Federal
Communications Commission, CC Docket No. 96-118dfDec. 12, 2006) (“[W]e ask that you not overieac
and unnecessarily burden America’s seniors ancbabumers by imposing a mandatory password reqgaitem
in order to access account information.”).

’ SeeComments of the American Association of PeoplehVBisabilities, et al., CC Docket No. 96-115 (filed
Dec. 8, 2006) at 2 (“[W]e believe that a requiretrtbat ‘everyone must use passwords’ will prevemes
people with disabilities from accessing the infotimathey need to effectively manage cost and usage
make changes to an account.”).

Seeletter from Linda Sherry, Director, Consumer Aatito Marlene H. Dortch, Secretary, Federal
Communications Commission, CC Docket No. 96-118dfDec. 13, 2006) (“We question how a mandatory
password requirement would impact individuals wheéhlittle experience with passwords because tbajt d
have computers or Internet access. This could declwinerable populations such as seniors, peoittelaw
incomes, immigrants and certain minority commusitie
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do not outweigh the significant costs of implemegtan audit trail requirement. The
Commission reached this same conclusion in $$@@d it is no less accurate today.

Rules regarding data retention also raise conderoguse they would limit the flexibility
of a company to develop retention policies thapoesl to the needs of its business. As NCTA
explained in its previous comments, there are dosttoring data; companies must balance these
costs against the need to retrieve data to reshdyprites or comply with legitimate requests from
customers or law enforceméftAn inflexible, across-the-board rule is neithecessary nor
advisable under these circumstances.

For all the reasons explained herein, NCTA opptisesadoption of any new CPNI

requirements.

Respectfully submitted,
/s Daniel L. Brenner
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